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Dear-

Request for Information

| write further to your request FOI ID 50260 under the Freedom of Information Act 2000 regarding: -

Cyber Security & Breaches

Your request is set out below:

3.

Ransomware incidents (FY2022-FY2025)
a. Please confirm whether any digital systems within hospitals managed by your NHS Trust were
affected by ransomware attacks during the financial years 2022-2023 through to 2024-2025

(inclusive).

We have had no ransomware incidents.

Data breaches following cyber incidents (FY2022-FY2025), Were any data breaches reported as a result
of ransomware or other cyber incidents during this period?

We have had no data breach cyber incidents.

Current cyber security measures (as of date of request)

Please list all cyber security measures and protocols currently in place across the Trust. These may include, but
are not limited to:

Cyber insurance (including provider and coverage if available)

Internal and external firewall systems

Use of multi-factor authentication (MFA) for user accounts

Access control systems for sensitive data and critical systems

Anti-virus and anti-malware protection

Cyber security training or awareness programmes for employees
Regular penetration testing or security audits (please specify frequency)
Existence and status of an incident response plan (e.g. last updated date)
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The trust has a significant number of security measures in place measure in place to cover cyber security,
including, but not limited to, a majority of those identified above. It would provide an unacceptable risk
to the trust’s patient and data security if details of all the levels of measures in place where provided.
This would increase the risk of compromise to the trusts data and is therefore not in the public interest.

| confirm that the information above completes your request under the Freedom of Information Act 2000. | am
also pleased to confirm that no charge will be made for this request.

If you have any questions or concerns or are unhappy with the response provided or the service you have
received you can write to the Head of Information Governance at the address on top of this letter. If you are
not content with the outcome of your complaint, you may apply directly to the Information Commissioner for a
decision.

Yours Sincerely

On Behalf of
The Information Governance Department





